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obuiecTBa MeToaMdecKMe pekoMeHAauuMuM O pasMeLlleHUM Ha WH(OPMALMOHHBLIX CTeHAax, oduumnanbHbIX
WHTEpHEeT-canTax u [pyrux WMHEMOPMAaLMOHHBIX pecypcax obuieobpasoBaTenbHbIX OpraHusauni M OpraHos,
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MpunoxeHune

METOAWYECKWE PEKOMEHOALUN
O PASMELLEHN HA UH®OPMALIMOHHbIX CTEHAAX, O®ULINATIbHbIX
VMHTEPHET-CAUTAX U OPYITMX UHO®OPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30OBATEINbHbIX OPFAHU3ALMIA U OPIAHOB, OCYLLECTBNAIOLUX
YNPABNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNMACHOM
NOBEAEHUU N UICNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamun BpemeHHon komuccum CoseTa Pepepauum no pasBuTUO MHGOPMAaLMOHHOIO
obLecTBa B pamkax BbIMOSTHEHUS peKOMeHAAUNA NapnaMeHTCKUX CriyllaHuin "AKTyanbHble BOMPOCkI 06ecneyeHust
6e30MacHOCTU U pa3BUTUSA AeTel B MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npownn B CoeTe Pepepauum 17
anpens 2017 r., 6binn paspaboTaHbl METOAMYECKNE PEKOMEHOALMUN O pa3MeLLEHUN HAa MHOPMALMOHHbBIX CTeHAaX,
oduumanbHbIX MHTEPHET-canTax U Apyrmx MHOPMAaLUMOHHBIX pecypcax 00ueobpa3oBaTesibHbIX OpraHu3auui u
OpraHoB, OCYLLECTBMSOLWMX YynpaBneHne B cdepe obpasoBaHus, MHGopmauum o Oe3onacHOM MNOBeOeHUN U
ncnonb3oBaHun cetn "MIHTepHeT" (Oanee - METOAMYECKNE PEKOMEHOALMN).

MeToanyeckue pekomeHOauum HanpasfeHbl Ha KayeCTBEHHOE MOBbIWEHME YPOBHA WMHGPOPMAaLMOHHOWN
aearenbHocTu oOuweobpasoBaTenbHbIX OpraHM3aLui M OpraHoB, OCYLUECTBASAKLWUX YynpaeBrneHue B cdepe
06pa3oBaHus, B YacTU MHPOPMUPOBAHUS YHaALLMXCS, UX POAUTENEN (3aKOHHbIX NPeACTaBUTENEN) U Negarorm4ecknx
paboTHMKOB 06 OCHOBHBIX acnekTax MHPOPMaLMOHHOM 6Ge3onacHoOCTH.

MeToanyeckne pekoMeHZaumm No3BonAT  obuieobpasoBaTernibHbIM  OpraHusaumsM U opraHam,
OCYLLECTBASAOLWMUM ynpaeneHne B cpepe obpaszoBaHUs, akTyanuanpoBaTb yXKe MCMNOonb3yemble N pasMeLleHHble
WH(POPMaLMOHHbIE MaTepuanbl, Tak U MOArOTOBUTE UX B Clydae WX OTCYTCTBUSA C YYETOM MyyluMxX MPakTuK u
pekomeHaaunin.

B pamkax meTogMyecknx pekoMeHgaumi pacCMaTpuBalTCs cnegyowme MHCTPYMEHTbI:

1. NHpOpMALMOHHBbIE CTEHAbI;

2. omumanbHble MHTepPHET-Pecypchl;

3. cpeAcTBa MaccoBol MHopMaumK (LUKOSbHbIE ra3eTbl, NeJarornyeckme u3gaHvs u apyrve).



UHdopmaumoHHble cTeHObl

Ha wuHdopmauunoHHbIX cTeHgax B 00LieobpasoBaTenbHbIX OpraHM3auusix, pPacrnofioXeHHbIX B done
YUPEXOEHMI M B KabMHEeTax, OCHALLEHHbIX MepCOoHasrlbHbIMW YCTPOMCTBaMM ANisi Bbixoda B ceTb "MHTepHeT",
peKkomMeHayeTCsi pasMecTUTb WH(OPMAaUMOHHbIE MaMSTKW, COAepXKaliue OCHOBHble COBETbl MO obecrnevyeHuio
NMHGOPMALIMOHHOM 6Ee30MacHOCTY yYaLLMXCS.

B npunoxeHun N 1 K MeETOONYECKUM pEKOMEHOAUMAM NpeacTaBneH obpasel namsATk Anst pa3MeLLeHnst Ha
NH(OPMALIMOHHBIX CTeHAAX.

CpencTtBa MaccoBou MHdopmaLmm

B cpeacrtBax MaCCOBOW MHd)OpMaLI,I/IM, OPUEeHTUPOBAHHbLIX Ha o6yqa|ou.|,|/|x0$|, pekomeHOoyeTCcAa B Te4YeHue
yqe6Horo roga perynsapHo I'Iy6J'II/IKOBaTb MHd)OpMaLI,MOHHbIe mMaTtepuarnbl, NocBALWlEHHble OTAENbHbIM acrnekram
I/IHd)OpMaLI,I/IOHHOIZ ©e3onacHocTK, a Takke pa3ninyHble NaMATKN obuwero Xapakrtepa.

B cpeactBax MaccoBorM MHGOPMALMKM, OPUEHTUPOBAHHbLIX Ha Medarorndeckyto  obLLEeCTBEHHOCTb,
peKkomMeHayeTCsi B TeYeHMe KaneHdapHoro roda perynspHo nybnukoBaTb WH(OPMaUMOHHBIE MaTepuanbl,
NOCBSILLEHHbIE OTAENbHbIM acnekTam MWHgopMauuoHHon 6e30MacHOCTU Kak HEeCOBEPLUEHHOMETHUX, Tak W
obuieobpasoBaTenbHbIX OpraHusaumin, a Takke pas3nuyHble namaTkM, 0630pbl  HOPMATUBHO-MPABOBOrO
perynupoBaHusa aHHOW cdepbl U MHAOPMALIMIO O akTyanbHbIX MEPOMNPUATUAX U CODbITUAX B AaHHOM cdepe.

B xone npoeeneHusa EanHoro ypoka no 6e3onacHoctv B ceTu "MIHTepHeT" pekomeHayeTcs o6ecnednTb BbinycK
TemaTU4YeCcKoro BbiMycka cpedcTBa MaccoBomn nHdopmaumm nubo cepumn nydnvkaumi, cpeam KoTopbiX paccMoTpeTb
OpraHM3oBaHHbIE MEPONPUATUS Anst 00yYaloLnNXCs, NX poanTener (3akoHHbIX NPeACcTaBUTENEN) U Negarornyeckon
06LLEeCTBEHHOCTH.

OdbmumanbHbie UHTepHeT-pecypcbl

O6weobpasoBaTenbHbIM OpraHn3aumsaM peKoOMeHOYeTCs Ha CBOuX odumuunanbHblix VIHTepHeT-pecypcax
obecneuntb (PYHKUMOHMPOBAHME CaMOCTOSITENTLHOIO W CrneumanuanpoBaHHOro pasgena "MHdgopmaumnoHHas
6e30nacHOCTL", B pamMKax KOTOPOro nNpeaycMoTpeTb pasMeLLeHne crieayoLlen nHdpopmaumm:

N Paspen/nogpasgen dopmat npegcraBneHust CopepxaHune matepuarnoB
MaTepuanos
1. |NokanbHble Konuu foKymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMmaTMBHbIE akTbl B | (bopmaTe *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
chepe obecneveHus COOTBETCTBYOLLMIA TPEOOBAHNAM K
MHOPMaLMOHHOW napamMmeTpam CKaHMpPOBaHUS.
6e3onacHocTn PasmeLlaoTca OOKYMEHTHI,
obyyvaromxcs pernamMeHTVpyloLmne opraHm3aumio n

paboTy ¢ NepCoHanbHbIMU AAHHBIMMU,
nraHbl MeponpusATUA No obecneyveHmnto
WHpopMaLMoHHOM Ge3onacHOCTU
obyuvaroLlmxcsa u gpyrue.

2. |HopmaTtusHoe Konuu JOKyMeHTOB B My6nukytoTcsa akTyarnbHble CBEAEHUS O
perynupoBaHue dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BnacTv 1 gpyrue
HOPMaTUBHO-NMPAaBOBbIE JOKYMEHTHI,
pernameHTupyloLmne obecneyeHve
WHpopMaLMoHHOM Ge3onacHoOCTU
HecoBepLueHHoneTHuX. [lonyckaeTtcs
BMECTO KOMuI pasmellaTtb rmnepccbiiiki Ha
COOTBETCTBYIOLLNE AOKYMEHThI HA canTax
OpraHoB rocyjapCTBeHHOW BNacTu.

3. lNeparornyecknm TekcT Ha cTpaHuue canTa | Pasmeluatotca MeTogudeckme
paboTHMKaM Konunn nOKyMeHTOB B pekoMeHAaLnn N ykasbiBaeTcsl




dopmaTte *PDF WHpopMaLMs O MEPONPUATUSIX, MPOEKTaxX n
nporpamMmax, HanpasJieHHbIX Ha
noBblLLeHNE MHOPMaLMOHHOM
rPaMoTHOCTM NeJarorn4eckux paboTHNKOB.

4. | Obyvarowumcs TekcT Ha cTpaHuLe canTa | PaamelyaeTca nHpopMaLumnoHHas namaTka
(npunoxenue N 2) n ykasbiBaeTcs
WHpopMaLMs O MEPONPUATUSIX, MPOEKTaxX n
nporpaMmmax, HarnpasfeHHbIX Ha
nosblLLeHNe MHOPMaLMOHHOM
rPamMOTHOCTM 00y4atoLNXCS.

5. Pogutensam (3akoHHbIM | TeKCT Ha cTpaHuue canTa | Pasmellaetca nHdopmaLMoHHasa namsitka
npeacraBuUTeENsAM) (npunoxenue N 3).
obyuatouxcs

6. |[Oetckue 6e3onacHble | TekCT Ha cTpaHuue canTa | Pa3amellaetca nHdopmaums o

caunTbl pPEKOMeHOYyEMbIX K UCMOSNIb30BaHUIO B
y4yebHOM npouecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX AETCKUX CanToB.

OpraHam, ocyLLecTBRSLWMM yrnpaBneHme B cchepe ob6pa3oBaHusi, peKOMeHAYeTCs Ha CBOUX odpuumanbHbIX
WHTepHeT-pecypcax obecneuntb YHKUMOHUPOBAHWE CaMOCTOSITENIBHOMO M CneuvanvM3vpoBaHHOIO pasgena
"HdopmaLrmoHHasa 6e3onacHOCTL", B paMkax KOTOPOro NpeaycMoTpeTh pasmelleHre cnegyroLlen nHpopmaumm:

Mpunoxexne N 1

NAMATKA
ANA OBYYAIOLLMXCA OB UH®OPMALMOHHOW BE3OMNACHOCTU AETEW HENb3A

1. Bcem nogpsa coobuwiate CBOK 4acTHy MHOpMaumio (HacTodlme uMms, damunuio, TenedoH, agpec,
HOMEp LLIKOSbI, @ Takke dpoTorpadumn CBou, CBOEN CEMbM U OpYy3ent);

2. OTKpbIBaTb BIIOXEHHbIE (halibl 3MIEKTPOHHOM MOYThI, KOr4a He 3Haellb OTNpaBUTENS;
3. MpybuTh, NpuaMpaThCH, OKka3biBaTb AaBMeHMe - BeCTU cebst HEBEXIUBO U arpecCuBHo;
4. He pacnopsixancs AeHbramu TBoern ceMbm 6e3 paspelleHns cTapLluunx - Bcerga cnpallvsan poautenen;

5. He BcTpevainca ¢ VIHTepHET-3HAKOMbIMU B pearibHOW XKWU3HU - NMOCOBETYNCS CO B3POCHbIM, KOTOPOMY
Josepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe HenpaBay B NHTepHeTe - coobLum 06 3TOM CBOMM poanTENsaM Unu
onekyHaw;

2. MpurnawatoT nepenuceiBaTbCs, Urpatb, 0OMEHMBATLCH - MPOBEPb, HET N NOABOXAa;
3. HezakoHHOe konupoBaHue arinos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBay B3poCibIM O Npobriemax B CETU - OHW BCerga nomoryT;

5. Ncnonb3yit HacTporikn 6€e30MacHOCTM U NMPUBATHOCTW, YTOBOLI HE MOTEPATH CBOU aKKayHTbl B COLICETSAX U
Apyrux noprtanax.



MOXHO
1. YBaxawn apyrvux nonb3oBaTeneu;
2. Nonbk3yelwbcs MHTEPHET-UCTOYHUKOM - Aenan CCbINKY Ha Hero;
3. OTKpbIBaW TOMLKO TE CChINKKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NOMOLLBIO B3POCIIbIM - POAUTENM, OMEKYHbl U aAMWHUCTPaLMS CanToB BCcerga noMoryT;

5. Mponan obyveHune Ha canTe "CeTeBMYOK" M NONYYN NacnopT LMEPOBOro rpaxaaHuHal

Mpunoxexne N 2

WHO®OPMALIMOHHAA NAMATKA
And OBYYAKOLMXCA And PASMELLEHUA
HA O®ULNATBbHbBIX UHTEPHET-PECYPCAX

C kaxgblm rogoM monogexu B MHTEepHEeTe CTaHOBUTbCA fonblle, a WKONMbHUKA OAHN M3 CaMbIX aKTMBHbIX
nonb3oBartenemn PyHeTa. Me>|<,u,y TéM, MNOMMMO OIFpOMHOIo0 KoJin4ecTBa BO3MOXHOCTEN, MHTEpPHET HeceT WU
I'IpOﬁJ'IGMbI. OTa namaTka gormkHa nomoyb Tebe 6e3onacHoO HaxoauTLCS B CETMU.

KomMnbroTepHblie BUpYCbI

KomnbloTepHbIA BUPYC - 3TO PasHOBUOHOCTb KOMMbIOTEPHbIX MPOrpaMm, OTNUYUTENbHOW OCOBEHHOCTbIO
KOTOPOW SABNAETCHA CNOCOBGHOCTL K pa3MHOXEHMIO. B onNonHeHe K 3ToMy, BUPYCbl MOTYT MOBPEAUTb UMW MOSNHOCTbLIO
YHUYTOXMTb BCe (haifibl U AaHHble, MOOKOHTPOJSIbHbIE MONb30BATEND, OT MMEHU KOTOporo Gbina 3anylieHa
3apaxeHHas nporpaMmMa, a Takke NoBpeauTb UK AaXe YHUUTOXWUTbL ONepaLyoHHY0 CUCTeMY CO BCEMM (hainiamu B
uenom. B GonblIMHCTBE criyyaeB pacnpoCTPaHSIlOTCS BUPYCbl Yepes UHTEPHET.

MeToab! 3awuTbl OT BPEOOHOCHbLIX nporpamMmm:

1. Vicnonb3yii coBpeMeHHble OnepauMOHHbIE CUCTEMbI, MMELLME CEepbe3Hbli YPOBEHb 3alinTbl OT
BPEOOHOCHbIX MPOrpamm;

2. TlocTosiHHO ycTaHaBnMBaK navtv (LMdpoBblE 3annaTky, KOTopble aBTOMaTUYECKM YCTaHaBMMBAKOTCS C
uenoio gopaboTku nporpammbl) U gpyrme OoGHOBNEHUA CBOEW OnepauuoHHOW cucTembl. CkaumMBam MX TONbKO C
oduymnansHoro canta paspabotumka OC. Ecnu cyLecTByeT pexxum aBToOMaTn4eckoro 06HOBMEHUS, BKITHOYN €ro;

3. PaboTanm Ha cBOeM KOMMbOTEpPE MOA NpaBamu Nonb3oBaTend, a He agMUHUCTpaTopa. ATO HE NO3BONUT
GONbLUNMHCTBY BPEAOHOCHbBIX NPOrpaMM UHCTaNIMPOBaTLCS HA TBOEM MEPCOHANIEHOM KOMMLIOTEPE;

4. Wcnonb3yi aHTUBUPYCHbIE MpOrpaMMHbIE MPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBreHeM 6a3s;

5. OrpaHnyb pu3n4ecKMin 4OCTYN K KOMMNbIOTEPY ANs MOCTOPOHHUX NKLL;

6. Vicnonb3yn BHeLHWE HOCUTENU MHAOPMaLMK, Takue Kak dneLuka, AUCK unu ann u3 uHTepHeTa, TONbKO N3
NPOBEPEHHBIX NCTOYHUKOB;

7. He oTKpbIBan KOMNbIOTEPHLIE dpansbl, MONy4YeHHbIE N3 HEHAOEXHbIX UICTOYHUKOB. [laxe Te daiinbl, KoTopble
npucnan TBOWM 3HaKoMbIN. Jlyylle yTOYHW Y Hero, oTnpasnsn v oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BuA nepedayn OaHHbIX, HE TEXHONOrMs, a Bcero nuuwb OpeHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apernctpupoBana 6peHg "WECA", yto o6o3Havano crioBoco4veTaHue "Wireless
Fidelity", koTopbIli nepeBoanTCS Kak "0ecnpoBogHas TOMHOCTL".



[o Hawero BpemeHu powna gpyras abbpeBmatypa, koTopas SIBNAETCA TakoW Xe TexHonornen. ITo
abbpeBunatypa "Wi-Fi". Takoe Ha3BaHue 6bIf0 4aHO C HAMEKOM Ha CTaHAApPT BbICLLEN 3BYKOBOW TeXHMKK Hi-Fi, 4To B
nepeBoe o3HavaeT "BblCOKas TOYHOCTbL".

Ha, GecnnaTHbI WMHTEPHET-AOCTYN B Kade, OTensx M asponopTax SABMASeTCs OTNUYHOW BO3MOXHOCTbIO
BbIXOAa B UHTEpHET. Ho MHormne akcnepTbl cuntatoT, 4to obwenoctynHele Wi-Fi ceTu He sBnsitoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTy paboTbl B 06LeocTynHbix cetax Wi-fi;

1. He nepepaBan cBOW nU4YHYO WHopMaumio 4epesd obuenoctynHble Wi-Fi cetn. PaboTtas B HuX,
XenatenbHO He BBOAMTbL Maponu A0CTyna, forvHbl U Kakue-To HoMepa;

2. Vicnonb3yi n 06HOBRAN aHTUBMPYCHbIE NporpaMmel 1 6GpaHamayep. Tem cambiM Tbl ob6e3onacuilb cebs ot
3aKayku BMpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonesoBarHum Wi-Fi oTkntoum doyHkumo "O6Lwmini goctyn K doannam m npuHTepam”. JaHHas dyHKUns
3aKkpbiTa MO yMOMYaHUo, O4HAKO HEKOTOPbIE NONb30BaTENU aKTUBMPYIOT ee Ans yaobCcTBa ncnonb3oBaHus B paboTte
unu yyebe;

4. He ncnonbayin nyonuynein WI-FI ans nepegaym nyUYHbIX AaHHbIX, HANPUMeEpP ANs Bbixoga B couMarbHble
CETU UINKN B 3NEKTPOHHYIO MOMTY;

5. Ncnonb3yn TonbKO 3aliumiieHHoe coenuHeHne vyepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkumio "MogknodeHme k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMaTUYECKOro NoaknioveHust ycrponcTaa k cetam Wi-Fi 6e3 T1Boero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOAAT B HalUy XW3Hb, MHOTME oA paboTaloT M XUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apermctpvpoBaH MUNNuUapa YernoBek, YTO ABMNAETCA OOHOM cedbMOW BCeX XXWUTenei NnaHeTbl.
MHorve nonb3oBaTenu He MOHMMAIOT, YTO UHAOPMAaLIUA, pasMeLleHHas UMW B coLmarbHbIX CEeTSAX, MOXKET ObiTb
HaiaeHa 1 Ucrnonb3oBaHa KeM YrofiHo, B TOM YuMcre He 06A3aTenbHO ¢ Grnarumm HamepeHUsiMu.

OcHOBHble COBETbI No 6e30MacHOCTM B CoOLManbHbIX CeTsX:
1. OrpaHnyb CNUCOK apy3eit. Y Tebst B Apy3bsiX HE AOJTKHO ObiTb CIyYalHbIX M HE3HAKOMbIX NH0Aei;

2. 3awumiuan CBOK YacTHYIO XU3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTty TBOEro pOXAeHUs n
OPYrylo NUYHy0 nHdopMaLmio. 3NoyMblLLINIEHHUKM MOTYT UCMOMb30BaTh AaXe MHAOPMaLMI0 O TOM, Kak Tbl U TBOM
poauTeNnu NraHnpyeTe NPOBECTU KaHMKYIbI;

3. 3alumiuait cBol penyTauuio - IepXu ee B YACTOTe U 3aaaBsail cebe Bonpoc: xoTen 6bl Thl, YTOOLI Apyrue
nonb3oBaTenu BUAENM, YTo Tbl 3arpyxaelub? Mogymaii, npexae Yem 4To-To onybrnmMkoBaThb, HanNUcaTb U 3arpysuThb;

4. Ecnv Tbl rOBOPULLb C IOABMU, KOTOPLIX HE 3Haellb, He UCMOMNb3y CBOE peasibHoe UMS U OPYryi NIUYHYI0
NHOPMaLMK; UMS1, MECTO XXUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpacdpuii B IHTepHeTe, roe Tbl M306paXKeH Ha MeCTHOCTM, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMOSNOXEHUE;

6. Mpun perncTpauum B coymnanbHO CeTM HEOBX04MMO UCNONb30BaTb COXHbIE NAaposn, CoCcTosALmMe N3 BYKB U
LUMdp U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHoOW ceTu, NOYTLI U APYrMX CanToB HEOGXOAMMO UCNONb30BaTh pasHble naponu. Toraa ecnu
Tebsi B3NOMaloT, TO 3MOYMbILLMEHHUKM NOyYaT AOCTYN TONBbKO K OQHOMY MECTY, a He BO BCe cpasy.

3ﬂeKTp0HHbIe AeHbrn

3J'IeKTpOHHbIe OEHbIN - 3TO OYEHb yﬂ,06HbIIZ cnocob nnarexen, ogHako CyleCTBYKOT MOLUEHHUKN, KOTOpPbIE
XOTAT NONY4YNTb 3TN OEHbIN.



SJ'IeKTpOHHbIe OEeHbIM NoABUITUCb COBCEM HEO4AaBHO N UMEHHO 1N3-3a 3TOIro BO MHOIMMX rocygapcTtBax o CUX nop
He NponncaHo Npo HUX B 3aKOHax.

B Poccum e oHM pyHKLMOHMPYIOT M O HUX Yy)Ke NMPOMNUcaHo B 3aKoHe, Fae UX pasfensitoT Ha HECKONbKO BUAOB
- @HOHVMHbI€ N He aHOHMMHbIe. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbLIX paspellaeTcs NPOBOANUTb
onepauun 6e3 maeHTUdUKaALUN MNONb3oBaTeNs, a B HeaHOHUMHbIX WAEHTUdUKAUUS Monb3oBaTens sBMseTcs
obsa3aTenbHON.

Takke crneayeT pasnuyatb 93MEKTPOHHble uaTHble AeHbrM (pPaBHbl FOCYAapCTBEHHbIM BarnTam) U
3NEKTPOHHbIE HedmaTHbIE AeHbrM (He paBHbl TOCYAapCTBEHHLIM BantoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ INEeKTPOHHbIMU AeHbramu:

1. MpuBSHXN K CHETY MOBUITbHBIN TeNedOoH. ATO camblil YAOOHbIN M BLICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYN K
cyeTy. [NpuBsA3aHHbIN TenedoH NMOMOXeT, ecnu 3abydellb CBOW NMaTeXHbI Naponb WUNW 3aidellb Ha canT C
HEe3HaKoMOro yCTpOMNCTBa;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexofa Ha yCUMEHHYK aBTopusauuio Tebe yxe He byget
yrpoXxaTtb OMacHOCTb KpaXKu Unn nepexasaTa nnaTexHoro napons;

3. Bbibepu cnoxHbin napornb. MNMpecTtynHukam 6yaeT He NPOCTOo yragaTb CroXHbIA Naposb. HagexHble naponu
- 3TO Naponu, KOTopble cogepxaT He MeHee 8 3HaKOB M BKIMYaloT B cebs CTPOYHbIE U NPONUCHbIE BYKBbLI, LMAPbI U
HECKOIbKO CMMBOJIOB, Takue Kak 3HaKk Jonnapa, yHTa, BOCKNMUaTenbHbIN 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NMYHbIE JaHHbIE HA CanTax, KOTOPbIM HE AOBepseLlb.
OneKkTpoHHas noyrta

OneKTpOHHas MoyTa - 3TO TEXHONMOIMs U MPEeLoCTaBMsieMble €l YCMyrM MO MEepechiike U NOyYEHUIo
3MEKTPOHHbIX COOOLLEHNI, KOTOpblE pacnpenensiTcs B KOMMNbOTEPHON ceTh. OBbIMHO 3MEKTPOHHLIN MOYTOBLIN
AWMK BbIMSAMT criegyrowmMm obpas3oM: MMS_MOoNb30oBaTensa@ums_aomeHa. Takke Kpome nepegadv npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb nepegasaTb dhawnsbl.

OcHoBHble coBeTbl No GesonacHoi paboTe ¢ 3MEeKTPOHHOM NOYTOIA:

1. Hago BbiGpaTh NpaBunbHbIA NOYTOBLIN CEPBUC. B MHTEpHETE €CTh OrpOMHbIN BbIGOp 6ecnnaTHbIX NOYTOBbIX
CEPBMCOB, OAHAKO MyYlle JOBEPATb TEM, KOrO 3HAELLb U KTO MEPBLIN B PENTUHTE;

2. He ykasblBan B JIMYHOW MOYTEe JNNYHYD  WHopmaumio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_paHat@" nnu "pok2013" BmecTto "temal3";

3. cnonk3ayi aByxaTanHyo aBTopm3aLmio. 3T Koraa noMMMO Napornst HYXXHO BBOAMTb KO, MPUChINaeMbli no
SMS;

4. Bbibepu crnoxHbIn naponb. [ns Kaxaoro No4TOBOro siluka OOMKEH ObiTb CBOM HaAeXHbIN, YCTONYMBDLINA K
B3MOMY Napornb;

5. Ecnu ecTb BO3MOXHOCTb Hanucatb CamoMy CBOW fIMYHBIN BONPOC, UCNOMb3YN 3TY BO3MOXHOCTb;

6. Mcnonb3yi HecKonbKo MOYTOBLIX ALWMKOB. [epBbil AN YacTHOW Mepenucku ¢ agpecatamu, KOTOpbIM Thbl
AoBepsiellb. JTO 3MEKTPOHHBIA agpec He HaJo UCMONb30BaTb NPY perucTpauumn Ha opymax u cantax;

7. He oTkpbiBan dannbl 1 gpyrne BNOXeEHUs B MMCbMax, AaXe €CNn OHU MPULLINM OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTMPaBNANM N oHK Tebe 3T annbl;

8. MNMocne okoHYaHusA paboTbl HA NOYTOBOM CEPBUCE NepeL 3aKpbITUEM BKNAAKN C CAaWTOM He 3abyab HaxaTb
Ha "Bbintn".

KnbepO6ynnuHr unu BupTyansHoe nsgeBatesibCTBO

KubepbynnuHr - npecrnefoBaHue coobLieHnsiMn, coaepXawmmmu ockopbrneHus, arpeccuio, 3anyruBaHue;
XYNUraHcTBO; coumanbHoe BONKOTUPOBaHNE C MOMOLLbIO Pa3NUYHbIX UHTEPHET-CEPBUNCOB.



OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaiica B 6oi. Jlyywmin cnocob: nocoBeTOBaThbCA Kak cebsi BECTU U, €CNIN HET TOrO, K KOMY MOXHO
06paTnTbCs, TO BHaYarne ycrnokomTbcs. Ecnm Tbl HaYHel b 0TBeYaTb OCKOPOMEHUAMN Ha OCKOPOMEHUS, TO TONbKO
elle 6onblue pasoxckellb KOHAIUKT;

2. YnpaBnsan cBoew knbeppenyTauunen;

3. AHOHNUMHOCTb B CETU MHUMaA. CYLLI,ECTByI'OT CrnocoObl BbISICHUTb, KTO CTOMT 3a aHOHMMHbIM aAKKayHTOM;

4. He ctonT BecTu xynuraHckum obpas BUPTyanbHOMW XU3HU. NHTepHeT duKkcupyeT BCe TBOWU AEWUCTBUSA U
COXpaHsieT nx. YganuTb ux OygeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogali cBOK BMPTYasibHYH YECTb CMOMOAY;

6. UrHopupyn eguHuuHbIn Heratme. OgHOpas3oBble OCKOPOUTErMbHbIE COOOLLUEHWUS My4lle WUrHOPUPOBATb.
OO6bIYHO arpeccus npekpallaeTcs Ha HavanbHOWM CTaauu;

7. Ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWM COOOLLEHUSIMW, B COUMANbHbIX CETSIX €CTb
BO3MOXHOCTb GITIOKMPOBKM OTMNPaBKM COOBLLIEHMI C OnpeaerneHHbIX aapecos;

8. Ecnu Tbl cBugetens knbepbynnuHra. TBoM eNCTBMSA: BbICTYNUTL NPOTMB NpecrneoBaTensd, nokasatb emy,
4YTO ero AenCTBMS OLEHMBAKTCHA HeraTuBHO, noadepaTb XepTBY, KOTOPOM HYXHa MCUMXOfIorMyeckas MoMOLLb,
CooOLWWTb B3POCIbIM O dhakTe arpecCMBHOrO NOBEAEHWS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NraHWeTbl cogepxaT B cebe BronHe B3pOCIbIi OyHKUMOHAN, U Tenepb OHU
MOTYT KOHKYPUPOBAaTb CO CTaLMOHApHbIMK KoMrMbtoTepamu. OAHako, CpeAcTB 3almTbl Ans NoA0GHbIX YCTPOWCTB
noka o4YeHb Mano. TecTUpoBaHUE M MOUCK YA3BMMOCTEWR B HUX MPOUCXOAUT He Tak MHTEHCMBHO, kak ans MK, 1o xe
camoe KacaeTcsl U MOOUITbHbIX MPUMOXKEHWA.

CoBpeMeHHble MobunbHble Bpaysepbl yxke NpakTUYEeCKU AorHanm HacTornbHbIE aHarnorn, 0gHako pacmpeHne
dyHKUMOHaNa BneyeT 3a cobon 60MbLLY CAOXHOCTL U MEHbLLYIO 3aLUMLLEHHOCTb.

[aneko He BCce NPOU3BOAUTENM BbIMyCKalOT OOHOBIEHNS, 3aKpblBalOLLME KPUTUYECKNE YSA3BMMOCTU ANt CBOMX
YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHoOCTN MOBMNbHOro Tenedoxa:

Huyero He saBnseTca no-Hactoswemy OecnnatHbiM. Byab ocTtopoxeH, Befb koraa tebe npepnaratoT
OGecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKMe-To NnaTHble YCNyru;

Oyman, npexae yeMm otnpaBuTe SMS, doTo nnm Buaeo. Tbl TOYHO 3HaeLb, rae oHu ByayT B KOHEYHOM UTOre?
Heobxoanmo o6HOBMATL ONEPaLMOHHYIO CUCTEMY TBOEro cMapT(OHa;
WMcnonb3yi aHTMBUPYCHbIE NPOrpaMmbl Ans MOBUIbHbBIX TenedgoHOB;

He sarpyxaii nNpunoxeHuss OT HEW3BECTHOrO WCTOYHMKA, Befdb OHW MOryT cofepXaTb BpefoHOCHOe
nporpaMMHoe obecneyeHue;

Mocne Toro Kak Thbl BbIRAELWb C CanTa, r4e BBOAUI NINYHYI0 MHAOPMAaLMIO, 3aign B HAacTporkn bpay3epa u
yaanu cookies;

Mepuoamnyeckn npoBepsiv, Kakue nnaTHbIe YCryru akTMBMpoBaHbl HA TBOEM HOMEPE;
[aBai cBon Homep MOBMIbLHOrO TenedoHa TOMNbKO NIDASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBepsieLlb;
Bluetooth gomxeH 6bITb BbIKMIOYEH, KOrga Tbl UM He Nonb3yellbcd. He 3abbiBain MHorga npoBepsiTh 3TO.

Online urpbl



CoBpeMeHHbIe OHMaH-Urpbl - 3TO KPacoYHble, 3axXBaTbiBalOLLME pa3BrieyeHusi, 06beanHSoLWME COTHU ThiCsY
YyernoBek Mo Bcemy Mupy. Urpoku vccnemyoT AaHHbld UM Mup, obLiarTca Apyr ¢ ApyroM, BbIMOSHSIOT 3aaaHus,
CpaalTcs C MOHCTpaMu M MOJy4aroT OnbiT. 3a yAOBOMbCTBME OHWM MMaTAT: MOKYMalT AUCK, OnfavnBatoT
aboHeMeHT unu nproGpeTaloT Kakue-To onuum.

Bce atu cpeactea wuayTt Ha noagdepXxaHne wn pasBuTtue urpbl, a TakKkKe Ha camy B6e3onacHoCTb:
COBEpPLUEHCTBYOTCA CUCTEMblI aBTOpU3aLluKn, BbIMYyCKakTCA HOBbIE MNMaT4u (Ll,VICppOBbIe 3annaTtkm and nporpaMM),
3aKpbIBalOTCA YyA3BUMOCTUN CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXXu TBOEero napolid, Ha
KOTOpPOM OCHOBaHa cuctemMa aBTopusaunm OonblUMHCTBA nrp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UrPOBOrO akkayHTa:
1. Ecnu gpyron urpok BegeT cebs nnoxo unm cosgaeT Tebe HenpuaTHOCTU, 3a6OKMPYIN ero B CNCKE UTPOKOB;

2. Moxanyihca agMUHUCTpaTopaM WUrpbl Ha MfIOXOe MOBELEHWEe 3TOr0 Mrpoka, KenaTerbHO MPUNoXnTb
Kakue-TO fokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBaln nn4yHy0 MHOpMaLnio B Npodanse urpsbl;

4. YBaxai gpyrnx y4acTHUKOB NO UrpeE;

5. He ycTtaHaBnmBan HeodmumaneHble NaTym 1 Moasbl;

6. icnonb3yi CNoXHble U pasHble Naponu;

7. Oaxe BO BpeMs Urpbl HE CTOUT OTKMNOYaTb aHTUBMPYC. [oka Tbl rpaeLlb, TBOW KOMMNbIOTEP MOTYT 3apa3uTsb.

DULWNHT Unn Kpaxa NMUYHbIX AaHHbIX

OOblYHOW Kpakew [OeHer W OOKYMEHTOB CEerogHsi YXe HUKOro He YyAuBWWb, HO C pPas3BUTUEM
WHTEPHET-TEXHOSOMMIA 3MI0YMbILLNIEHHUKN NMEPEMECTUNTUCL B MHTEPHET, M NPOOOIDKaT 3aHMMaTbCs "niobumbim”
Oernom.

Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLLEHHNYECTBA UNN (PULLIMHT, FMaBHas Lellb KOTOPOro COCTOUT B
nony4eHun KoHuaeHUnanbHblX OaHHbIX Nonb3oBaTenen - NorMHoOB W naponen. Ha aHrnuiickoM sasbike phishing
yntaeTca kak puwmHr (ot fishing - peibHas nosns, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBoMM akkayHToM. Ecnv Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3fioMaHa, To Heo6xoaMmMo
3abnokupoBaTh ee 1 COOBLLUMTbL aaMMHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yi 6e3onacHble BeO-calTbl, B TOM YACHE, MHTEPHET-MarasnHoOB MU NMOUCKOBbLIX CUCTEM;

3. Vicnonb3ayii cnoxHble n pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 3MOYMbILUMEHHWUKN
nony4aT AOCTYN TONbKO K OAHOMY TBOEMY MPOdUIo B CETH, @ HE KO BCEM,;

4. Ecnun Tebs Banomanu, To Heobxoanmo npeaynpeauTb BCeX CBOMX 3HaKOMbIX, KOTopble Ao6aBneHsbl y Tebs B
Apy3bsX, O TOM, YTO Tebs B3nOmManu u, BO3MOXHO, OT TBOEro MMeHu BydeT paccbinatbCsi cnam M CCbIIKU Ha
(O1LLMHIOBbIE CaNThI;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOOUnbHBIN TenedoH;
6. OTknNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hainbl n Apyrue BAOXEHUS B NUCbMax, Aaxe ecrnn OHM NpULLnu oT TBouX Apysen. Jlyywe
YTOYHW Y HUX, OTMNPaBAANM N oHU Tebe 3Tn annei.

LUndpoBas penyrauus

Lincbposas penytaums - 3T0 HeraTuBHas UNM NO3UTUBHAaA MHGOPMaLUKa B ceTu o Tebe. KomnpomeTupytoLas



nHdpopmMaLms, pasMeLleHHas B MHTEPHETe, MOXET Cepbe3HbiM 00pa3oM OTPasvTbCs Ha TBOEW pearibHOW XU3HW.
"LUncbpoeas penytauma” - 370 TBON UMUK, KOTOPbIA hopMupyeTcs U3 MHpopmaumm o Tebe B MHTEPHETE.

TBOE MeCTO XuTenbcTea, y4ebbl, TBOE (PUHAHCOBOE MONOXEHWE, 0COBEHHOCTU XapakTepa U pacckasbl O
BrM3KKX - BCe TO HaKannMBaeTcs B CETM.

MHorve noapoCTKU NErkOMbICNIEHHO OTHOCATCA K My6nuvkauumM nu4YHon WMHdpopMaumn B WMHTepHeTe, He
MoOHMMasi BO3MOXHbIX nocneAcTBuit. Tbl faxke He CMOXeELUb AoragatbCsi 0 TOM, YTo dhoTorpadusi, pasmelleHHas 5
neT Hasag, ctana NpUYnHoi oTkasa NpUHATL Tebs Ha paGoTy.

KommeHTapuu, pasmelleHne TBomx cotorpadun u gpyrme AencTBMsS MOryT HE UCHE3HYTb Aaxe Mnocne Toro,
Kak Tbl MX yoanub. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHOpMaumio, nonana nm oHa B NMOUCKOBbIE CUCTEMbI U
COXpaHWMach N1 OHa, a rMaBHOE: YTO NOAYMAalOT O Tehe OKpyXKatoLLMe NoaN, KOTopble HANAYT U yBUAAT 3T0. Hatu
NMHGOPMAaLIMIO MHOTO NET CNYCTA CMOXET Mobon - kak M3 AoOpbix NOOYKAEHUN, TaKk N C HAMEPEHNEM NMPUYUHUTL
BpeA. ATO MOXET ObITb KTO YrogHo.

OcCHOBHble COBETbI M0 3aWwuTe LndpoBon penyTaumm:
1. Nogyman, npexae Yyem 4YTO-TO NyGNUKOBaTbL M Nepenasath y cebsi B 6rore unu B counansHOM CeTy;

2. B HacTpowikax npocunsa ycTaHOBM OrpaHuWyeHMsi Ha NpPOCMOTP TBOEro nNpodwunsa U ero cogepXummoro,
caenaw ero Tonbko "ons apysen";

3. He pasmelnan n He ykasbiBan nMHGPOpMaLMIO, KOTOpast MOXET KOro-nmbo ockopbnsTe nnm obmxarsb.

ABTOpckoe npaBo

CoBpeMeHHbIe LLKOSbHMKM - aKTUBHbIe Monb3oBaTeny UMdgpoBoro npoctpaHcTea. OQHako Aaneko He Bce
3HalOT, YTO TOMb30OBaHNE MHOTMMU BO3MOXHOCTSIMM LMGPOBOro Mupa TpebyeT cobnodeHust npaB Ha
WHTeNNeKTyasnbHyl COGCTBEHHOCTb.

TepMuH "MHTennekTyanbHas COOCTBEHHOCTL" OTHOCUTCSt K PasfMYHbIM TBOPEHWUSIM YESIOBEYECKOTO YMa,
HauMHasi C HOBbIX U300peTEHMIN N 3HaKoB, 0603HaYaloLWMX COOCTBEHHOCTb Ha NMPOAYKTbLI U YCINyrn, U 3akaH4nBas
KHUramu, dotorpadpmsimm, KUHOMUNIbMaMM U My3blkanbHbIMU NPOU3BEaEHUSMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENMEKTyarnbHY0 COBCTBEHHOCTb Ha NPON3BEAEHUS HAYKKN, NUTepaTypbl 1
nckycctBa. ABTOpPCKME MpaBa BbICTYNalOT B KAa4YeCTBE rapaHTUM TOro, YTO WMHTENSEKTYarbHbIA/TBOPYECKUIA TPYA
aBToOpa He OyaeT HanpacHbIM, AacT eMy CrpaBeaSIBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTaTtax CBOero Tpyaa,
nony4YntTb W3BECTHOCTb W npu3HaHue. HukTo 6e3 paspelleHMs aBTOpa He MOXeT BOCMPOM3BOAUTH €ro
npousBegeHne, pacnpocTpaHaTb, NYGNMYHO OEMOHCTPMPOBATh, NpodaBaTb, MMMOPTMPOBATbL, MyckaTb B MpokKarT,
Ny6rIMYHO NCNOMHATL, NOKa3bIBaTh/MCMNONHATL B 3dmpe unu pasmeLlatb B IHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpaMmmMHOro obecneyvyeHnss MOXeT NPMBECTUM K MHOTMM pUCKaM: OT noTepu
AaHHbIX K TBOMM akkayHTam Ao 6roKupoBKM TBOEro YCTPOWCTBA, rAe YCTaHOBMEeHa HerneranbHas nporpamma. He
CTOUT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnaTtHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETU.

O nopTtane

CeTeBUYOK.p - TBOW rMaBHbIN COBETYMK B CETU. 34ECh Thl MOXKELLb Y3HaTb 0 6€30MacHOCTM B CETU NMOHSATHLIM
N OOCTYMHbIM SI3bIKOM, @ NPV BO3HUKHOBEHUW KPUTUYECKOW CUTyaLuu oBpaTUTbCs 3a COBETOM. A Takke MpUHSATb
yyacTue B KOHKypcax 1 cTaTb CambiM LMPOBLIM rpaXxgaHUuHoMm!



Mpunoxexne N 3

NAMATKA AN POOUTENEXA OB UH®OPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepeneHne TepMmmHa "nHdopmMaLmMoHHasa 6e3onacHocTb geTen” cogepxutcst B PegepanbHoMm 3akoHe N
436-903 "O 3awwute geten oT MHbopMaLmu, NPUUUHSIOWEN Bped UX 340POBbI0 M PasBUTUKO", PeErynumpylowmm
OTHOLLUEHMS, CBA3aHHbIE C 3auTON AeTen OT MHpopMauun, NpUYMHSIOWEN Bped NX 300POBbI0 U (MnK) pasBuUTuIo.
CornacHo gaHHOMY 3akoHy "MHdopMauunoHHasi 6e3onacHOCTb AeTen” - 3TO COCTOSIHME 3alUMLLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHUEM MHAOPMaLMeEn Bpeaa Ux 300pOBbLI0 U (M) U3N4eCKoMy,
NCUXMYECKOMY, YXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumen, npuumHSOLLE Bpe 340POBb0 U (M) pasBUTUIO
aeten, siBnsetcs:

1. HbopmaLms, 3anpeLleHHas Afsi pacrnpocTpaHeHUs cpeau OeTen;

2. wnHcopmMaLumsa, pacnpoCcTpaHeHMe KOTOPOW OrpaHU4eHO cpeau AeTert onpedeneHHbiX BO3pacTHbIX
KaTeropumn.

3. K nHhopmaummn, 3anpeLLeHHon ans pacnpocTpaHeHns cpeaun aeTen, OoTHOCUTCS:

4. nHdbopmaums, nodyxaatowas AeTen K CoBepLUeHNIo AeUCTBUN, NPeACTaBNALWNX YTPO3Y UX XKU3HU 1 (MNnn)
3[0pOBbLIO, B T.4. NPUYMHEHMIO Bpeaa CBOEMY 300POBbIO, CAMOYOUNCTBY;

5. cnocobHoCTb BLI3BATb Yy neten xenaHue yn0Tpe6|/|Tb HapKoTU4YeCKne cpeacrtBa, NCUXOTPONHbIE U (I/IJ'WI)
ogypmMaHumBawLwme BellecCTBa, TabauyHble n3genus, allkoroJibHyr0 1 cnuptocoepxawlyr npoaykuuto, nmeo u
HanUTKn, mn3rotaBiiMBaemMble Ha €ro OCHOBE; MNPUHATb y4YacCcTue B a3apTHbIX Urpax, 3aHUMaTbCA I'IpOCTI/ITyLI,I/IeI7I,
6p0ﬂﬂ)KHI/I‘~IeCTBOM nnn I'IOI'IpOLIJaI7IHI/I‘~IeCTBOM;

6. o6oCcHOBbLIBaOLLAsA UM ONpasAbiBaoLLas 4ONYCTUMOCTb HAaCKUMA U (MNn) X)XecToKoCTM Nnbo nobyxaatoLwas
OCYLLEeCTBNATb HACUNbCTBEHHbIE AENCTBUSA MO OTHOLLEHUIO K MOAAM U XKUBOTHbIM;

7. oTpuuatoLwas ceMelHble LEHHOCTU U hopMUpYyoLLas HEYBaXeEHUE K poauTensm u (Mnu) gpyrum YneHam
cemby;

8. onpasAbiBaoLlada npoTneonpaBHoe noseaeHme;

9. cogepxallasi HeLleH3ypHY BpaHb;

10. copepxawas nHpopmaumo nopHorpadrMyecKoro xapakrepa.

K nHdbopmavnmm, pacnpocrtpaHeHe KOTOPOK OrpaHNYeHo cpeau AeTEN onpeaeneHHoro Bo3pacTa, OTHOCUTCS:

1. I/IH(*)OpMaLI,VIﬂ, npeacrasndemMas B Buae M306pa)KeHVIﬂ nnn onncaHma XecTtokoCTH, (bM3I/|LIeCKOI'O n (Mﬂl/l)
NCUXMYEeCKoro Hacunua, npectynneHna nnn NHoro aHTMOOLLIECTBEHHOIO AENCTBUS;

2. Bbi3blBaKLWAA y AETEN CTpax, YKac MM NaHuKy, B T.4. MPeAcTaBnsieMas B BUAE U300paxeHus unm
onMcaHusi B YHWXKalOWeEN YernoBeyYeckoe [AOCTOMHCTBO (hopmMe HeHacunbCTBEHHOW CMepTu, 3abonesaHus,
camoybuincTea, HECYaCTHOro Criyyasi, agapum unum katactpodbl 1 (MnK) Ux NOCNeaCcTBUN,

3. npencrtaBnsiemas B Buae WU300pakeHUss UM OMUCAHWST TMOSIOBbIX OTHOLUEHUM MeXZy MY>XYMHOW U
KEHLUMHOMN;

4, coaepxallad 6paHHbIe CIoBa " BblpaXXeHudA, He OTHOoCALLMnecCA K HeueHsypHoﬁ 6paHM.

C y4eToOM 3TOro Bam npepnararTca npasuna pa6OTbI B CeTun MHTepHeT Ana pasfindHbliX BO3PaCTHbIX
KaTeFOpMVI, cobntogeHune KOTOPbIX MO3BOJINT obecneuntb VIHCbOpMaLWIOHHy}O 6e30nacHOCTb BalMX OETEN.

O6ume npaBuna Ansa pogurtenen

1. HesaBucnmo ot Bo3pacTa pebeHka ncnonb3ymnTe nporpaMmmHoe obecneyeHne, nomoratllee punbTpoBaTb
N KOHTpONMpoBaTb MHOPMaLMIO, HO HEe MonaramTecb NOMHOCTLIO HA Hero. Balle BHMMaHWe K pebeHKy - rmaBHbI
MeTOA 3aLLUMUTbI.



2. Ecnn Baw peGeHOK MMeeT akkayHT Ha O4HOM M3 couuanbHbix cepBucos (Livedournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMaTENbHO M3y4YnTe, Kakyto MHAPOPMAaLMIO NMOMELLAT ero y4aCcTHMKM B CBOUX NPOdMnsx u
6norax, Bkntovas dotorpadun n BUAEO.

3. MNpoBepbTe, € KAaKMMK OPYrMMK canTamMmm CBsI3aH coLunanbHbIn cepBuc Baluero pebeHka. CTpaHuykn Bawero
pebeHka MoryT 6bITb Ge3onacHbIMW, HO MOFYT M coAepXaTb CCbIIKM Ha HexenaTernbHble U OnacHble CauThbl
(HanpvmMep, NOPHOCANT, UNKN CalT, HAa KOTOPOM APYr YNOMMHaeT HOMEP COTOBOro TenedoHa Bawero pebeHka unm
Baw gomaluHui agpec)

4. Moowwpsante Bawwunx getent coobwate 060 BCEM CTPAHHOM WM OTTANIKMBAIOLWEM W HE CIIMLLKOM OCTPO
pearupynTe, koraa oHu 3To AenaloT (M3-3a onaceHusl NoTepsiTb AOCTYN K VIHTEPHETY AeTU He roBOPAT poanuTENsIM O
npobrnemax, a Takke MOryT Ha4aTb UCNONb30BaTb VIHTEPHET BHE AOMA U LLKOMbI).

5. byabTe B Kypce ceTeBon xu3HU Balwlero pebeHka. VIHTepecynTech, KTO UX Apy3bsi B IHTEPHET Tak e, Kak
NHTEepecyeTech pearnbHbIMU OPY3bSMU.

Bo3spacTt ot 7 go 8 nert

B VHTepHeTe pebGeHok cTapaeTcsl MOCeTUTb T€ WM WHble CaiTbl, @ BO3MOXHO M YaTbl, paspelleHne Ha
noceLLeHne KOTOPbIX OH He Mony4un 6bl OT poanTenei. NMoaTomy poguTensmMm 0coGeHHO Nose3Hbl byayT Te OTYeTh,
KOTOpble MPeAOoCTaBMSATCA MNporpaMMamy MO OrpaHUYEHUo Ucnonib3oBaHus WHTepHeTa, T.e. Poautenbckuii
KOHTPOIb UNN TO, YTO Bbl CMOXETE YBUAETh BO BpeMEHHbIX haiinax. B pesynbraTte, y pebeHka He OyaeT oLyLeHus,
YTO 3a HUM BeOeTCH NMOCTOSAHHbIN KOHTPOSIb, OAHAKO, POAMTENN ByAyT No-NpeXHeMy 3HaTb, Kakue canTbl nocellaeT
nx pebeHok. [leTn B 4aHHOM Bo3pacTe 06nafatoT CUrbHbIM YyBCTBOM CEMbM, OHU JOBEPYMBLI U HE COMHEBAIOTCS B
aBToputetax. OHM MOBAT urpatb B ceTeBble Urpbl M MyTellecTBoBaTb N0 VHTEpPHETY, UCMONb3ya 3MeKTPOHHYI0
MoYTY, 3aX0OWTb Ha CalTbl U YaTbl, HE PEKOMEHOOBaHHbIE POAUTENAMM.

CoBeTbl N0 Be3onacHocTu B ceTn HTepHeT anga aeten 7 - 8 net

1. CospgaiiTe cnuCOK AOMalUHMX MpaBwun noceleHuss MHTepHeTa npu ydactun geTern u TpebyiTe ero
BbINOMHEHWS.

2. TpebyvTte ot Bawero pebeHka cobniogeHns BpeMeHHbIX HOPM HaxXOXOEHUS 3a KOMMbIoTepoM. NokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HAM He NOTOMy 4YTO Bam aT0 xouetcs, a notomy 4to Bbl 6ecnokomTtech 0 ero
6Ge3onacHoCTV 1 Bcerga rotoBbl My NoMOYb.

3. KomnbloTep ¢ nogkntoveHnem K NHTepHeTy OOSKeH HaxoouTbCsi B OOLIEN KOMHaTe nog npUcMOTPOM
poauTtenen.

4. cnonb3ynTe cneunarbHble 4eTCKMEe MONCKOBbIE MaLUMHBI.

5. MCHOJ’Ib3y17ITe cpencrtea 6J'IOKI/IpOBaHI/IFI HeXelnaTellbHOro KOHTeHTa KakK OOMnoJfiIHeHue K CTaHOapTHOMY
POD,I/ITeJ'IbCKOMy KOHTpPOIO.

6. Co3pante ceMEeNHbIN SNEKTPOHHBIV LUK, YTOObI HE NO3BONUTL AETAM UMETb COOCTBEHHbIE aapeca.

7. BnokupyinTte pocTtyn K caWtam ¢ 6ecnnaTtHbiMM MOYTOBLIMM SILUUMKAMW C MOMOLLBbI COOTBETCTBYOLLIErO
nporpaMmMHoOro obecneyeHus.

8. Mpuyunte geten coBeToBaTbCs ¢ Bamy nepen ony6nvkoBaHneM Kakon-nmbo MHopMauum cpeacTeamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX (POPM M NPOdUNEN.

9. Hayunte geten He 3arpyxaTtb dannbl, TporpamMmMel UM My3biky 6€3 BalLero cornacus.
10. He paspeluante geTaM NCNOnb30oBaTh CNYXObl MTHOBEHHOIO 0OMeHa COObLLEHMAMN.

11. B "Genbi" CNUCOK CaWTOB, pa3peLleHHbIX Afs MOCELEHNsi, BHOCUTE TOMbKO CaWTbl C XOpOLUEN
penyTauuen.

12. He 3abbiBaviTe 6ecefnoBaTtb ¢ eTbMu 00 UX Apy3bsix B VIHTepHeTe, Kak ecnu Obl peyb Lwina o apy3bsx B
pearnbHON XXU3HMU.



13. He penawite "taby" n3 BONpocoB NonoBOW XU3HW, Tak kKak B IHTepHeTe geTn MOryT nerko HaTkHyTbCH Ha
nopHorpaduio nnn canTbl "gns B3pocnbIX".

14. MpunyunTe Bawero pebeHka coobwaTb Bam O NOOLIX yrpo3ax uim TpeBorax, CBs3aHHbIX ¢ MIHTepHeToMm.
OcTtaBanTecb CNOKOWHbIMW U HarnoMHUTe AEeTSM, YTO OHM B 6e30MacHOCTU, ecriv camu pacckasanu BaM O CBOUX
Tpesorax. [loxBanuTe ux 1 NOCOBETYNTE NOAOWTM eLle pa3 B NOAOOHbIX Criydasx.
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